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Abstract. Large Language Models (LLMs) are increasingly used in
software development through so-called “vibe coding,” where develop-
ers specify tasks in natural language and rely on the model to produce
executable code. While this paradigm lowers barriers to entry and accel-
erates prototyping, it raises concerns about security. Prior studies show
that a substantial fraction of Al-generated code contains exploitable vul-
nerabilities, and functional correctness does not guarantee safety. This
paper investigates whether security-oriented prompting improves the se-
curity of LLM-generated code and whether these effects generalize across
models and sampling variability. We design ten representative Python
tasks inspired by OWASP Top 10 and CWE categories, and evaluate out-
puts from GPT-OSS 20B with ten random seeds and from a cross-model
comparison between GPT-OSS 20B and Gemma-3 27B. Outputs are an-
alyzed using static analysis (Bandit) and lightweight runtime probes.
Results show that default prompts consistently yield insecure code, with
vulnerabilities present in most tasks. Security-informed prompts reduce
both the prevalence and severity of weaknesses, particularly in command
execution, deserialization, and secrets management. However, residual
risks persist, such as insecure file upload handling and incomplete au-
thentication checks, and improvements are not uniform across models.
These findings suggest that prompt engineering can mitigate but not
eliminate vulnerabilities.

Keywords: Large Language Models - Vibe coding - Software security -
Prompt engineering
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1 Introduction

Large Language Models (LLMs) have transformed software development by en-
abling developers to express intent in natural language while delegating most
of the implementation to Al systems. This paradigm—often referred to as “vibe
coding”—has been promoted in both industry and academia as lowering the
barrier to entry and reshaping how non-experts and professionals alike engage
with programming tasks [8,19,29,1]. By shifting from syntax-level editing to in-
tent mediation, developers can rapidly prototype applications, test ideas, and
improve productivity.

Despite these benefits, concerns about the security and reliability of Al-
generated code are well-documented. Early studies revealed that GitHub Copilot
often suggests insecure code, with insecure patterns recurring across common
programming tasks [23,25]. Subsequent large-scale empirical analyses demon-
strated that up to one third of Copilot-generated code integrated into reposi-
tories contains security weaknesses, covering dozens of CWE classes [7]. These
findings highlight that functional correctness does not imply security by default.
Moreover, surveys and systematic reviews confirm recurring risks in Al-assisted
coding workflows and warn that novice developers may unknowingly introduce
vulnerabilities by over-trusting model outputs [26,6]. These weaknesses often
map onto categories in the Common Weakness Enumeration (CWE)[15] and the
OWASP Top 10[22], which are widely used to classify and prioritize software
security risks.

Beyond code-level issues, generative Al introduces broader cybersecurity and
privacy concerns. Recent work has documented adversarial uses of LLMs, such as
jailbreaks, prompt injection, and malicious code generation [10,2]. In data shar-
ing and privacy-sensitive domains, Al has been shown to undermine anonymiza-
tion techniques or facilitate sensitive information leakage [12,16]. These risks
extend the scope of “secure-by-design” considerations to include data protection,
model governance, and compliance with ethical and regulatory frameworks.

To address these challenges, researchers have begun developing datasets,
benchmarks, and frameworks for secure code generation. The SecurityEval dataset
provides curated examples of vulnerabilities across multiple CWE categories, al-
lowing systematic evaluation of whether AI models tend to produce insecure code
[28]. CWEVAL goes further by introducing outcome-driven metrics that jointly
assess functionality and security, exposing gaps where LLMs succeed functionally
but fail to avoid vulnerabilities [24]. Industry efforts complement these academic
initiatives, including repository-level “rules files” that encode organizational se-
curity policies directly into AI coding assistants [13,30].

In this paper, we aim to provide empirical evidence on the extent to which
vibe coding can be made safer under realistic settings. Our study asks whether
explicitly security-oriented prompts can reduce vulnerabilities in LLM-generated
code, and whether such improvements remain consistent across different random
seeds and model families. By building on prior evidence of insecure defaults and
incorporating benchmarks inspired by CWE and OWASP categories, we aim to
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provide a clearer picture of how vibe coding practices can be strengthened in
realistic development settings.

Research Questions

This study is guided by the following research questions:

1. RQ1: To what extent does default vibe coding with LLMs produce insecure
code across representative tasks?

2. RQ2: Can security-oriented prompting reduce vulnerabilities across different
task categories?

3. RQ3: What limitations remain when relying on prompting alone for secure
code generation, and how do results vary across model families?

Threat Model

Our threat model assumes a developer relying on an LLM assistant to generate
source code. The developer may be security-unaware, providing only functional
requirements, or may explicitly request security-oriented implementations. The
adversary is not an external attacker, but rather the systemic risk that inse-
cure defaults propagate into production code. We further assume that the LLM
is a black-box model, with no access to its training data or internal weights.
Thus, our analysis targets the interface level, where developer prompts interact
with model outputs. While we do not model an active external attacker in this
study, the same insecure defaults could be exploited by adversaries if deployed
in production.

Contributions

This paper makes the following contributions. First, we design ten representative
Python programming tasks grounded in OWASP Top 10 and CWE categories
to systematically evaluate vibe coding security. Second, we empirically compare
default prompts with security-oriented prompts, measuring vulnerability preva-
lence and severity across tasks with extended multi-seed experiments. Third,
we include a cross-model comparison (GPT-OSS 20B vs. Gemma-3 27B) to ex-
amine whether improvements generalize across model families. Fourth, we show
that while security-informed prompts reduce risks, residual vulnerabilities per-
sist, underscoring the need for defense-in-depth. Finally, we release the task set,
evaluation scripts, and source code in a public GitHub repository to support
replication and foster further research.?

3 https://github.com/huiishan99/vibe-sec-experiment
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2 Related Work

This section reviews prior studies relevant to secure code generation with LLMs.
We cover four areas: (i) the rise of Al-assisted and vibe coding workflows, (ii) ev-
idence of security risks in model-generated code, (iii) benchmarks and evaluation
methods, and (iv) mitigation strategies including governance and verification.

2.1 Al-assisted Coding and Vibe Coding

The notion of “vibe coding” has emerged as an interaction paradigm where de-
velopers primarily specify intent in natural language and delegate most of the
implementation to LLMs. Recent reports and industry explainers describe this
workflow as reducing entry barriers and accelerating prototyping, while also re-
shaping expectations of collaboration and software development practices [§].
Academic surveys highlight similar trends in scientific computing: LLMs can as-
sist with code drafting, scaffolding, and reproducible workflows, though quality
control and reproducibility remain open challenges [18,3].

2.2 Security Risks in LLM-generated Code

Empirical evidence consistently shows that LLM-generated code often contains
exploitable weaknesses. In a large-scale study of GitHub projects, approximately
25-33% of Copilot-generated code merged into repositories was found to contain
security weaknesses spanning 38 CWE classes [7]. Earlier analyses also reported
that LLM suggestions frequently included insecure code across common tasks
[23,25]. In educational contexts, systematic reviews show that students using
AT assistants may overlook boundary conditions and security considerations,
introducing vulnerabilities into their code [26,6]. At the ecosystem level, new
threats such as data poisoning against training corpora and backdoor insertion
in public code have been demonstrated [4,2]. Controlled studies further suggest
that developers may write more insecure code when assisted by LLMs, especially
under time pressure [25].

2.3 Benchmarks and Evaluation Methods for Secure Code
Generation

Several benchmarks have been developed to assess whether code generation mod-
els achieve both functional correctness and security. The SecurityEval dataset
provides 130 Python examples covering 75 CWE types, allowing for fine-grained
evaluation of insecure code tendencies [28]. More recently, CWEVAL highlighted
limitations in prior benchmarks and introduced outcome-driven evaluation met-
rics, such as func@k and func-sec@k, to jointly assess functionality and security
across multiple programming languages [24]. Unlike SecurityEval, which focuses
on curated CWE coverage, CWEVAL emphasizes outcome-driven evaluation
combining functionality and security, thus highlighting cases where models suc-
ceed syntactically but remain vulnerable. Systematic reviews further consolidate
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knowledge on recurring vulnerabilities and the limitations of current evaluation
practices [17].

2.4 Risk Mitigation and Engineering Governance

Practical mitigation strategies span governance, automated analysis, and for-
mal verification. At the governance level, industry has proposed repository-level
“rules files” that encode secure prompting and organizational best practices into
Al-assisted tools such as Copilot and Cursor [13,30]. Static analysis tools re-
main the most widely used mechanism to audit generated code; recent empirical
studies of Copilot-produced code relied on such methods for CWE categoriza-
tion [7]. For stronger assurance, formal verification has been applied to LLM-
generated programs in restricted domains. For example, studies explored veri-
fying LLM outputs with Ada/SPARK in safety-critical contexts [5], and others
proposed using verifiable languages like Dafny as intermediate targets for code
generation[11,14]. Although these methods apply to restricted domains, they il-
lustrate pathways for integrating verifiability into vibe coding workflows in the
long term. Finally, research emphasizes that secure LLM-based coding must also
incorporate privacy safeguards, given evidence of adversarial uses of generative
Al in cybersecurity and data sharing scenarios [10,12].

2.5 Summary

In summary, while Al-assisted coding improves accessibility and productivity, a
persistent gap remains: functional correctness does not imply security. Existing
mitigation strategies range from governance to formal verification, but they are
often decoupled from the developer’s interaction with the model. This motivates
our focus on prompt-level interventions combined with lightweight automated
evaluation as a pathway to strengthen the security of vibe coding in practice.
Table 1 compares representative prior studies with our approach.
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Table 1. Comparison of representative prior studies on secure code generation.

Study Domain Eval Strengths / Limitations
Copilot studies GitHub projects, Static analysis, Large-scale real-world evidence;
[23,25,7] common coding CWE  mapping, limited to proprietary Copilot
tasks manual audits
SecurityEval 130 Python tasks Static analysis on Fine-grained CWE coverage; lim-
[28] (75 CWE) curated dataset ited language and task diversity
CWEVAL [24] Multi-language, func@k, func- Combines functionality and secu-
outcome-driven  sec@k metrics rity; benchmark only, not prompt-
focused
Formal verifica- Safety- Formal methods, Strong guarantees in narrow do-
tion [5,11,14] critical code verification tools mains; limited generality
(Ada/SPARK,
Dafny)
This work 10 Python tasks Bandit + runtime Prompt-level interventions, multi-

(OWASP Top 10, probes (VP, IC, seed/multi-model robustness; resid-
CWE) SWC, RPR) ual risks remain
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3 Methods

This section describes the methodology used to evaluate secure code generation
with LLMs. We outline the study design, task construction, prompt conditions,
models and sampling setup, evaluation tools, and analysis pipeline.

3.1 Study Design

Our study addresses the research questions stated in Section 1. We compare
two prompt conditions: a default baseline prompt without security guidance and
an improved prompt with explicit security instructions. The overall experiment
pipeline is shown in Figure 1.

ik descrinti Baseline prompt Code generation
Task descriptions plain task text Model: GPT-0SS:20b,
10 Python tasks:
SQL, Password, Upload,

Gemma-3:27b via Ollama
Temperature: 0.2

Seeds: 10 (GPT-OSS only), 3
Tmproved prompt (2models comparison)
sceurity-oriented rules

Command, TWT, Path,
Secrets, Logging,
Unpickling, Email

Static analysis

Bandit (CWE severities)

Metrics
VP, IC, SWC, RPR
SWC: High=3, Medium=2, Low=1

!

Runtime checks
SQLi probes, file upload,

Legend = e
Red = Baseline command injection
Green = Improved Analysis & Aggrogation

Bluc = Evaluation
Purple = Metrics
Dashed arrow = Feedback

Per-sample & per-task
Averages across sceds

Fig. 1. Experiment pipeline. Ten tasks are prompted in two modes. Code is generated
by GPT-0SS 20B and Gemma-3 27B, served via Ollama, and evaluated with Bandit and
lightweight runtime probes. Metrics are VP, IC, SWC, and RPR.

3.2 Task Design

We designed ten Python programming tasks covering scenarios commonly asso-
ciated with security risks, drawing inspiration from OWASP Top 10 and CWE
categories [22,15]. For clarity, they are grouped into three categories:

1. Data handling: SQL query construction, password storage, and file upload
handling.

2. Execution and authentication: Command execution, JWT authentica-
tion, and logging configuration.

3. Resource and serialization: Path handling, unsafe deserialization (via
pickle), email validation, and secrets management.
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These tasks test whether model-generated code follows secure practices for han-
dling inputs, executing commands, managing credentials, and processing un-
trusted data. We selected these tasks as they represent recurring CWE categories
frequently reported in prior studies of Copilot and Al-assisted coding [23,7].

3.3 Prompt Conditions

Each task was expressed in two prompt variants. The baseline prompt provided a
plain natural language description without explicit security guidance, mirroring
common “vibe coding” usage where the developer simply asks for functionality.
The improved prompt augmented the same description with explicit security
requirements, such as parameterized SQL queries, safe subprocess invocation
without shell=True, extension whitelists for uploads, short-lived JWTs with
audience checks, avoidance of unsafe deserialization, no hard-coded secrets, and
minimal sensitive logging. All prompts are archived in the artifact for repro-
ducibility. These improvements were manually designed based on widely recom-
mended secure coding practices rather than task-specific heuristics, in order to
avoid overfitting prompts to particular test cases.

3.4 Model and Generation Setup

We use two LLMs: GPT-0SS 20B, an open-source LLM for code generation [21],
and Gemma-3 27B, a contemporary model of similar scale[9]. The models are
served locally via Ollama [20], which simplifies deployment, ensures deterministic
runs, and avoids legal or rate-limit issues associated with remote APIs.

Generation parameters are fixed across all experiments: temperature 0.2,
top_p 0.9, and a context window of at least 8k tokens. Each run requests one
runnable Python file per task, with model name, parameters, and random seeds
logged.

3.5 Sampling and Runs

We conducted two sets of experiments. First, to improve robustness, we ran
all ten tasks with ten random seeds each using GPT-OSS 20B, yielding ten
baseline and ten improved samples per task. Second, to compare across models,
we evaluated Gemma-3 27B and GPT-OSS 20B side by side with three random
seeds each, producing three baseline and three improved samples per task per
model.

For each seed, we retained the first syntactically valid sample in order to
ensure determinism and avoid post-hoc selection bias. All prompts, generations,
and analyzer outputs were stored in timestamped run directories.

3.6 Evaluation Tools and Checks

We applied Bandit, a static analysis tool for Python that reports findings with
severity levels mapped to CWE-style categories [27]. We parsed Bandit’s JSON
outputs to compute per-sample and per-task aggregates.
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For selected tasks, we also implemented lightweight runtime probes. For SQL
queries, we tested injection payloads such as > OR 1=1 - to confirm that queries
remained parameterized. For file uploads, we submitted files with double exten-
sions and unusually long names to verify extension whitelists and size enforce-
ment. For command execution, we injected separator-like inputs to confirm that
the code invoked argument lists rather than expanding shell commands. These
probes served as sanity checks rather than comprehensive penetration tests, and
may therefore underestimate deeper logical flaws.

3.7 Metrics

We report four metrics. The vulnerability presence (VP) measures the percentage
of generated samples per task containing at least one medium- or high-severity
finding. The issue count (IC) records the total number of findings per sample.
The severity weighted count (SWC) applies weights of High=3, Medium=2, and
Low=1, following conventions used in prior static analysis practice [27]. Finally,
the runtime pass rate (RPR) measures the fraction of samples passing the run-
time probes, which apply only to tasks where probes were implemented.

3.8 Aggregation and Analysis

For each task and condition we average results across seeds and report VP, IC,
and SWC in tables and figures. Figures include a bar chart of VP and a stacked
bar chart of issue counts and severities. We report descriptive trends rather than
statistical significance. The 10-seed runs enable variance reduction for GPT-OSS
20B, while the cross-model study highlights differences between model families.
Section 4 presents results.

3.9 Reproducibility and Environment

Experiments were conducted on a Windows 64-bit workstation using Python 3.13
and a local Ollama installation. The pipeline is platform independent. Depen-
dencies were managed via requirements.txt. Each run stored prompts, model
parameters, Bandit JSON outputs, parsed CSV summaries, and human-readable
logs under eval/. The artifact includes scripts to regenerate code, run Bandit,
parse outputs, and render plots. The pipeline is deterministic given identical
seeds and model builds.

3.10 Ethical and Safety Notes

Generated code was executed only in a controlled environment with sandboxed
runtime probes. No generated code was deployed in production. We release
prompts and analyzer outputs stripped of sensitive details for reproducibility.
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4 Results

This section reports results from two sets of experiments. First, we extend the
main study to ten random seeds with the GPT-OSS 20B model. Second, we
conduct a cross-model comparison between GPT-OSS 20B and Gemma-3 27B
under identical conditions. Together, these experiments provide evidence on the
effect of security-oriented prompting and highlight differences across two models.

4.1 GPT-0OSS 20B with 10 Seeds

Table 2 summarizes results across ten Python tasks with ten random seeds each,
comparing baseline prompts with security-oriented prompts. Vulnerability pres-
ence (VP), issue count (IC), and severity-weighted count (SWC) are averaged
across seeds.

Table 2. GPT-OSS 20B results with 10 seeds across ten tasks. VP = vulnerability
presence (%), IC = issue count (mean), SWC = severity-weighted count (mean).

Task VP (%) IC (mean) SWC (mean)
Baseline Improved Baseline Improved Baseline Improved

SQL query 100.0 90.0 1.3 1.0 3.6 2.5
Password storage 0.0 0.0 0.0 0.0 0.0 0.0
File upload 100.0 100.0 1.8 1.1 3.8 3.1
Command execu- 60.0 10.0 2.0 1.9 3.2 2.0
tion

JWT authentica- 100.0 100.0 2.0 1.0 4.0 2.0
tion

Logging config 90.0 80.0 0.9 1.7 1.8 2.5
Path handling 0.0 0.0 0.0 0.0 0.0 0.0
Unpickling service  100.0 90.0 2.8 0.9 4.6 1.8
Email validation 40.0 100.0 0.7 1.0 1.4 2.0
Secrets  manage- 0.0 0.0 0.0 0.0 0.0 0.0
ment

As shown in Figure 2, security-oriented prompts reduced VP in several tasks,
most notably command execution and unpickling. However, file upload and JWT
authentication remained consistently insecure.

Figure 3 presents the average issue count. Security-oriented prompts lowered
issue counts in high-risk tasks such as unpickling and JWT, though file upload
continued to generate multiple findings.

Figure 4 shows the severity-weighted counts. Improved prompts substantially
reduced severity in command execution and deserialization, yet high-severity
issues persisted in file upload.
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GPT-0SS 20B with 10 seeds: Vulnerability Presence by Task
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Fig. 2. Vulnerability presence (%) by task for GPT-OSS 20B with 10 seeds. Security-
oriented prompts reduced risks in several tasks, but file upload and JWT authentication
remained consistently insecure. Some tasks (logging, email validation) showed unstable
outcomes, highlighting the limits of prompt engineering.

GPT-0SS 20B with 10 seeds: Issue Count by Task
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Fig. 3. Mean issue count per task for GPT-OSS 20B with 10 seeds. Security-oriented
prompts lowered issue counts in unpickling and JW'T, but residual vulnerabilities per-
sisted in file upload.
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GPT-0SS 20B with 10 seeds: Severity-Weighted Count by Task
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Fig. 4. Mean severity-weighted count per task for GPT-OSS 20B with 10 seeds. Im-
proved prompts reduced severity in command execution and deserialization, though
critical categories such as file upload remained problematic.

4.2 Cross-Model Comparison: GPT-OSS 20B vs. Gemma-3 27B

To assess whether findings generalize across models, we compared GPT-OSS 20B
and Gemma-3 27B on the same ten tasks with three random seeds each. Results
are summarized in Table 3.

As shown in Figure 5, GPT-OSS 20B produced fewer vulnerabilities than
Gemma-3 27B in several categories, especially unpickling and secrets manage-
ment.

Figure 6 further compares mean issue counts. GPT-OSS 20B generally showed
fewer issues per task, while Gemma-3 27B tended to generate more frequent
problems in logging and authentication.

Finally, Figure 7 shows the severity-weighted counts. GPT-OSS 20B outputs
contained lower-severity issues overall, whereas Gemma-3 27B often produced
more severe vulnerabilities, particularly in JWT authentication and unpickling.

4.3 Representative Vulnerability Fixes

Table 4 illustrates representative cases where improved prompts successfully mit-
igated vulnerabilities. As shown in the examples, command execution tasks re-
placed insecure shell=True calls with safer list-based invocations, and unpick-
ling services substituted pickle.loads() with json.loads(). These examples
demonstrate the potential of prompt engineering to steer model outputs toward
safer implementations, though residual risks persisted in file upload handling
and JWT validation.
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Table 3. Cross-model comparison between Gemma-3 27B and GPT-OSS 20B (3 seeds).
VP = vulnerability presence (%), IC = issue count (mean), SWC = severity-weighted
count (mean).

Task VP (%) Baseline VP (%) Improved IC (mean) SWC (mean)
Gemma GPT-OSS Gemma GPT-OSS Gemma GPT-OSS Gemma GPT-OSS

SQL 100.0 100.0 100.0 100.0 1.0 1.7 3.0 4.3

query

Password 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

storage

File up- 100.0 100.0 100.0 100.0 3.0 3.3 3.0 4.0

load

Command 100.0 100.0 100.0 66.7 3.3 2.0 5.3 3.3

execution

JWT 100.0 100.0 100.0 66.7 5.3 2.0 5.3 4.7

authenti-

cation

Logging 100.0 33.3 100.0 66.7 3.0 0.7 3.0 0.7

config

Path han- 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

dling

Unpickling 100.0 100.0 100.0 0.0 5.3 1.3 5.3 3.7

service

Email val- 100.0 100.0 100.0 66.7 1.7 0.7 3.3 1.3

idation

Secrets 100.0 100.0 100.0 33.3 2.0 0.7 4.7 1.3

manage-

ment

Table 4. Representative examples of baseline vs. improved prompts. Security-oriented
prompts replaced insecure API usage with safer alternatives.

Task Baseline Example Improved Example

SQL query query = "SELECT * FROM users cursor.execute("SELECT *
WHERE id=" + user_id FROM users WHERE id=7",
cursor . execute (query) (user_id,))

Command import subprocess import subprocess

execution subprocess.run("ls " + subprocess.run(["1s",
user_input, shell=True) user_input], check=True)

Unpickling import pickle import json

service data = data =

pickle.loads(request.data) json.loads(request.data)
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Fig. 5. Cross-model comparison of vulnerability presence across tasks under improved
prompts. GPT-OSS 20B produced fewer vulnerabilities in unpickling and secrets man-
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Fig. 6. Cross-model comparison of mean issue counts under improved prompts. GPT-
OSS 20B showed consistently fewer issues, while Gemma-3 27B produced more prob-
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Cross-Model Comparison (Improved Prompts) - SWC
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Fig. 7. Cross-model comparison of mean severity-weighted counts under improved
prompts. GPT-OSS 20B outputs contained lower-severity vulnerabilities, while
Gemma-3 27B exhibited more severe flaws in JWT authentication and unpickling.
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5 Discussion

This section interprets the results in light of our research questions. We discuss
implications for secure vibe coding, connections to prior work, potential threats
to validity, and directions for future studies.

5.1 Answers to Research Questions

RQ1: Default vibe coding produced insecure code in most tasks, confirming
prior findings that functional correctness does not imply security [23,7]. In our
expanded 10-seed evaluation, up to 100% of generated samples contained vul-
nerabilities for several tasks (e.g., SQL query, file upload, JWT authentication),
reinforcing the observation that insecure defaults are the norm rather than the
exception.

RQ2: Security-oriented prompting reduced vulnerability presence (VP) and
severity in many cases, with particularly strong improvements in command exe-
cution and unpickling. For example, VP dropped from 60% to 10% in command
execution, and mean severity decreased substantially in unsafe deserialization.
However, persistent risks remained in tasks such as file upload and JWT authen-
tication, where security-oriented prompts could not eliminate vulnerabilities.

RQ3: Prompting alone was insufficient. The cross-model comparison showed
that while GPT-OSS 20B often benefited more from improved prompts, Gemma-
3 27B remained vulnerable in several categories (e.g., logging, JWT). These
results highlight the need for layered defenses combining prompt engineering,
static analysis, runtime checks, and verification [28,24].

5.2 Implications for Secure Vibe Coding

The findings emphasize that the default vibe-coding workflow, where developers
adopt LLM outputs directly from functional prompts, is insecure across a broad
range of tasks. Even when prompts explicitly requested secure practices, risks
persisted.

Two key implications follow. First, prompting can steer model outputs to-
ward safer APIs, but its effect varies across models and task categories. For
example, GPT-OSS 20B showed notable improvements in command execution
and secrets management, whereas Gemma-3 27B remained unstable in logging
and authentication tasks. Second, secure adoption of vibe coding requires in-
tegration with automated defenses. Static analyzers such as Bandit, runtime
probes, and possibly verification tools must be combined with prompting to
provide defense-in-depth.

5.3 Relation to Prior Work

Our results are consistent with prior studies of GitHub Copilot, which demon-
strated that a significant fraction of model-generated code contains vulnerabil-
ities across common CWE categories [23,25,7]. We also align with systematic
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reviews and surveys that highlight insecure defaults in Al-assisted programming
and the risks of over-reliance by novice developers [26,6,18].

We extend this line of work in two ways. First, our 10-seed replication
strengthens robustness claims by showing that trends hold under broader sam-
pling, reducing the influence of stochastic variation. Second, we compare across
two model families, showing that improvements from prompting are not uniform:
while GPT-OSS 20B benefits more consistently, Gemma-3 27B remains vulnera-
ble in categories where prompting alone is insufficient. This complements recent
work on prompt engineering for secure code generation [24,3], clarifying both
benefits and limits across models.

5.4 Threats to Validity

Several limitations should be noted.

Construct validity: We evaluated security using Bandit and lightweight
runtime probes, which may miss logic-level flaws or over-report non-exploitable
patterns [27]. More comprehensive evaluation combining dynamic analysis, fuzzing,
or human audits could provide a fuller picture.

Internal validity: Although we expanded to 10 seeds for GPT-OSS 20B,
only two LLMs were tested. Results may vary across larger model families, de-
coding strategies, or fine-tuned variants. Prompt sensitivity and sampling ran-
domness remain open concerns [2].

External validity: The ten selected Python tasks are grounded in OWASP
Top 10 [22] but cannot represent all real-world programming. Broader tasks, lan-
guages, and frameworks (e.g., cryptographic misuse, concurrency flaws) should
be explored.

Conclusion validity: Our sample size remains moderate (10 seeds for GPT-
OSS 20B, 3 seeds for Gemma-3 27B). Larger-scale replication and cross-benchmark
validation (e.g., SecurityEval vs. CWEVAL) are needed for stronger statistical
claims [28,24].

Hence, our claims should be interpreted as descriptive trends, not definitive
statistical results.

5.5 Future Directions

Future work can build on these findings in several directions. First, broaden
the task set to include other languages (e.g., Java, JavaScript) and frameworks.
Second, investigate adaptive or automated prompt refinement mechanisms where
prompts evolve based on vulnerability feedback from analyzers. Third, integrate
formal verification and coverage-guided fuzzing to address both false positives
and deeper logical flaws [5,11]. Finally, conduct user studies to examine how
developers adopt or override security-oriented prompts in practice, especially
under time pressure or productivity constraints [3,18].

Overall, secure vibe coding requires not only careful prompt engineering but
also systematic integration with analysis and verification, bridging usability with
assurance.
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6 Conclusion

This paper investigated the security posture of vibe coding, a workflow in which
developers rely on LLMs to translate natural-language task descriptions into
executable code. Across ten Python tasks spanning common CWE categories,
we compared baseline prompts with security-oriented prompts under a controlled
evaluation pipeline supported by Bandit and lightweight runtime probes.

Our findings confirm prior work showing that LLM-generated code, when
adopted without scrutiny, often contains exploitable weaknesses [23,7]. Expand-
ing to ten random seeds with GPT-OSS 20B demonstrated that these trends
hold consistently: insecure defaults remained the norm, while security-oriented
prompts reduced the proportion and severity of vulnerabilities in several tasks.
However, persistent classes of weaknesses were not eliminated, particularly in
file upload handling and JWT authentication. A cross-model comparison with
Gemma-3 27B further showed that improvements are not uniform across mod-
els: while GPT-OSS 20B benefited more consistently from improved prompts,
Gemma-3 27B exhibited higher variability and continued vulnerabilities in tasks
such as logging and authentication. These results echo recent surveys [26,6], un-
derscoring that functional correctness does not guarantee security in Al-assisted
development.

Several limitations should be acknowledged. Although we expanded to 10
seeds and included a second model, the evaluation still covered only two LLM
families with fixed parameters, so the generality of results across larger model
sets or alternative decoding strategies remains uncertain [2]. The ten Python
tasks examined are grounded in OWASP Top 10 [22]| but do not capture the full
diversity of real-world programming. In addition, static analysis and lightweight
probes offered partial coverage, potentially missing deeper logic flaws or domain-
specific vulnerabilities [28]. Finally, the study did not benchmark against alter-
native evaluation suites such as CWEVAL [24], which limits comparability with
emerging literature.

In sum, this work provides an expanded empirical basis for assessing se-
cure prompting in vibe coding. It demonstrates measurable improvements from
security-oriented prompts but also shows that prompting alone is insufficient,
and that model choice influences the degree of security gains. Our results sup-
port a layered approach that combines prompting with automated analysis and
verification mechanisms, moving toward more trustworthy adoption of vibe cod-
ing practices in software development.

Acknowledgments. This work was supported by JSPS Grant-in-Aid for Sci-
entific Research Kiban (C) 23K11103.
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